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SOCIAL-ECONOMIC ASPECTS OF CYBERCRIME
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Abstract

The purpose of the study is to highlight the main issues of developing
countries regarding cybercrime and examine the possible link between
weak economic development and escalating levels of cybercrime. The
findings were established on the basis of literature review, comparative
studies and the synthesis of findings. The existing sociological theories
of crime are not limited to traditional crime and may be used for the
interpretation of its cyber version. By analysing individual sociological
theories and the results of empirical research, we found that social-
economic factors, such as GDP per capita, unemployment and
education, are closely related to the incidence of cybercrime in different
countries. This enables us to conclude that the relatively poor economic
development is one of the reasons contributing to a higher incidence of
cybercrime in Eastern European countries. By taking into account
factors of different nature, one could increase the understanding of
cybercrime and the possibility of adopting and implementing reliable
preventive measures. However, this paper strives not only to understand
the factors related to cybercrime, but also to raise awareness, stimulate
a proactive approach and develop preventive actions in the fight against
cybercrime.
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Introduction

Generally speaking, the development and enhanced functionality of
information-communication technologies (ICT) have played a significant
role in increasing the number of cyberspace users. Nowadays, in
addition to the huge number of internet users there exist numerous
electronic devices (static or mobile), that allow connection to
cyberspace. Despite the presence of global connectivity to unlimited
cyberspace, different countries are facing differing levels of cases of
cybercrime. The purpose of the current paper is to examine one of a
possible group of cybercrime factors: namely, social-economic. The
authors speculate as to whether such social-economic factors can
contribute to clarifying the different number of cybercrime cases around
the world; in particular, the divergence between West and East world
countries®.

The United Nations Office of Drug and Crime (UNODC, 2013) ranks
social-economic factors among the main factors for cybercrime. The
social-economic characteristics of a country such as the level of GDP
per capita, unemployment and education of its citizens paint a picture of
a country’s state of economic development (New Zealand government,
2011). There is a correlation between the cyber attacker's computer
expertise and the degree to which a given attack is successful.
Escalating levels of unemployment among people with a significant
knowledge of computing and informatics might turn out to be among the
important cybercrime factors. For instance, the Nigerian group “yahoo-
yahoo boys” which is one of the best known cyber fraud groups in the
world, is made up of uneducated young people with exceptional
computing skills and expertise who live only on the profit made by frauds
(Ehimen and Bola, 2010; Ojedokun and Eraye, 2012). In a very similar
study Warner (2011) found that the members of the group “Sahawa
boys” engage in cybercrime as a means to survive during periods of
unemployment. The combination of the high number of highly educated
and unemployed experts according to Kshetri (2010a) was one of the
causes why Russia and the other Eastern European countries became a
favourable environment for hackers. Those factors had a proven
influence on flourishing cybercrime in Russia in 1998, when a large
number of programmers lost their jobs and found themselves with no
income (Blau, 2004).

® For this purpose we use the economic deffinition of East and West world
countries. Therefore, the countries that are West from the borders of Austria
belong in Western world countries, the others that are positioned East from the
mentioned point belong in Eastern world.
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The power of social-economic factors in relation to cybercrime can be
explained by different social theories. Their purpose in criminology is to
examine crime and deviance caused by social context. From the social
perspective committing an offence not only depends upon the individual,
but can also be socially conditioned (MeSko, 2010). Poverty, education,
inadequate housing/living conditions and the criminogenic environment
are only a few of the social factors that might influence the rise in
instances of cybercrime cases.

Criminological research of cybercrime can contribute not only in
developing more effective actions for combating cybercrime, but also in
raising the level of awareness and decreasing the risk of such threats.
Regarding the influence of social-economic factors on cybercrime there
exists little research. In this paper the authors define cybercrime,
determine the problems of research undertaken by analysing the
differences in the number of cybercrime cases between West and East
world countries; they go on to employ specific social theories to explain
the rise in cybercrime cases from the social-economic point of view.
Based on analysis of research focussing on social-economic factors and
cybercrime the authors provide guidelines for problem solving. In
examining cybercrime the study takes into account only those social-
economic factors that might be deemed as detrimental. Therefore, the
paper highlights the main issues of developing countries regarding
cybercrime, and examines the possible link between weak economic
development and escalating levels of cybercrime.

Cybercrime through cyber-attacks: variance between Eastern and
Western world

Due to the dynamic nature cyber threats, the ever-changing motivation
of offenders, developments in organisation and methods of committing
cyber attacks, the term cybercrime is used for a broad and complex
spectrum of unlawful and immoral activities in cyberspace. A universal
and widespread definition of cybercrime does not exist — precisely
because of the above mentioned facts and differing views on the issue.
Bernik and Prislan (2012: 9) note that “the term cybercrime is used for
explaining different cyber offences including those connected with data
and computer systems (hacking); with falsification and frauds, committed
by using computers (phishing); unauthorized redistribution of content
(sharing child pornography); and copyright infringement (distribution of
pirated content)”.

Over the past few years unlawful and harmful activities in cyberspace
have been mainly committed by well-organised and innovative criminal
groups. The losses of the victims of cybercrime, such as individuals,
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enterprises, and countries, are continuously increasing. Norton’s study
(2012) found that the number of cybercrime cases in 2011 (556 million
victims) exceeded the number of European Union citizens; the losses
amounted to approximately 110 billion US dollars (mainly by cyber
frauds). During the previous year the study (Norton, 2011) found that the
number of cybercrime victims amounted to 431 million, and the overall
loss was some 338 billion US dollars. Thus, five years ago the annual
loss of cybercrime exceeded the value of the global black market in
marihuana, cocaine, and heroin all together; that according to Norton’s
estimates amounted to some 288 bilion US dollars. In addition,
Anderson at al (2012) found, that cybercrime in addition to the directly-
attributable costs, causes dramatically high indirect costs and prevention
costs.

Motives for committing cybercrime offences differ; financial gain,
revenge, spread of ideology, espionage, reputation increase etc.
(Kshetri, 2009; Bernik and Prislan, 2012; Bernik, 2014). Despite the fact,
that historically the motives of cybercrime offenders have been
changing, given the damage caused and financial benefits of cybercrime
cases, money is still the main motive. Modern cybercrime offenders
promote the possibilities of financial enrichment, and every hacker,
cracker or malware developer works for money and not only for fame
and/or political reason (Kshetri, 2009). Because of the global aspect of
cyberspace and the possibility of cross-border operation of such
offenders, no country is immune to cyber attack. Thus, the global and
unlimited space on the one hand stimulates the imagination of the
offenders, and on the other it makes control over the cybercrime more
complex and convoluted.

The organisation Host Exploit (Global security map, 2013) in 2009
started a project CyberDefcon, whose purpose was to present the level
of cybercrime on the global basis. The main element within the project is
the cybercrime index which is calculated by the organisation annually. It
is based on the level of different cyber threats, such as: malware,
phishing attacks, SPAM, botnets and other smaller cyber threats. On the
basis of the project’s results shown on Figure 1, we can notice that
cybercrime is present everywhere, but with different degrees of intensity.
In the group of west world countries with the highest cybercrime index
fall Luxemburg, Holland and the United States of America. Russia has
the biggest cybercrime index not only among the east world countries,
but on the global scale. Differences between exposure to cybercrime in
west and east world countries are also noticeable in the Figure 1. East
world countries (particularly Eastern Europe) are taking more top
positions on the global cybercrime index scale than west world ones.

|11
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Figure 1: Global exposure to the cybercrime threats
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Source: Global security map, 2013.

Besides Russia, among the (Eastern) countries most threatened by
cybercrime fall Latvia, Ukraine, Turkey, Moldova, and Romania (Eastern
Europe countries) and Vietnam, Thailand and China (Asian countries).
According to the cybercrime index report from the 2014 (Host Exploit,
2014) there are no significant deviations compared to the year before;
the countries from the Eastern part of the world (particularly Eastern
European) are to be found countries which top the high cybercrime index
on the global scale. Significant amounts of research activities will be
required to achieve a better explanation of the differences of the
cybercrime level on a global basis. For that purpose, based on available
social theories we wish to deeply understand the social-economic
factors that might have an influence on cybercrime.

(Cyber) crime in light of social theories

Through social theories of crime, we are examining the possibility of
explaining the different incidence levels of cybercrime threats worldwide.
Strain theory is one of the most highlighted in this category. Its social
context is developed through three key periods (White and Haines,
2004). During the first period, ranging from the middle of the XIX century
to the early XX century, offences were viewed as being the result of
social pathology and defects in the social structure or values. The
second important period started in the period immediately following the
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Second World War. After a few years of economic depression, the rapid
development of Europe and the new Soviet Union caused mass
migrations. During that period, because of an increase in the crime rate,
sociologists looked for the cause of crime among the causes of
migration. The findings were that unemployment and poverty were the
main reasons for both migration and committing crime. Henceforward
the economic circumstances of an individual began to be one of the
most important crime factors. The third period of the strain theory started
in the 1950s. For that period, what is typical are economic development,
stable standards of living and generally an optimistic feeling about the
future. Explaining the crime rate during that period presented a big
challenge for sociologists. They found that factors likely to cause crime
should be sought in areas such as the distribution of opportunities in
society together with methods of interaction and learning.

An alternative theory which is really close Strain theory is Anomie
theory. Durkheim defined the theory as the temporary position or state
that occurs when society transits from a primitive to modern entity.
Anomie is a consequence of widespread scientific, technical and social
changes. In simplistic terms we can say that anomie is a state without
norms, when norms have lost their importance and are ineffective
(MeSko, 2010). In some Eastern European states citizens were
presented with a similar situation during the period of transition. The
break with socialism during the 1990s strongly characterised the Eastern
Europe countries. During this transition these countries experienced an
evolution within the society. Every major social change creates a certain
level of anxiety among citizens, particularly if those changes cause
negative consequences such as increasing unemployment (Kossowska
et al., 2012).

From the political point of view, among the Eastern European countries
there emerged newcomers with no political experience — inexperienced
figures who took upon themselves the political role over institutions
within these countries and began to exert power, skilfully exploiting
goodwill. These people were responsible for the privatisation of state
enterprises, liberalization  of  entrepreneurial initiatives, the
denationalization of previously national property, and the establishment
of specific marketing standards — all of which represented a major
change for the economy (Selih, 2012). Consequently, on the one hand a
small band of people in a short period of time got rich, while on the
other, ordinary people were forced to look for better living conditions in
Western countries. The crime rate in most of the Eastern European
countries such as: Estonia, Lithuania, Latvia, Poland, Romania, Hungary
etc., rose dramatically This is in contrast to Western European states
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where during the same period the crime rate stayed unchanged
(Kossowska et al., 2012).

Because of the aforementioned factors, Europe is still economically
divided into a Western part (made up predominantly of developed
countries in terms of economic status and legal system) and an Eastern
part (formed mostly by developing countries with high level of
unemployment, less favourable living conditions, weak legal system,
etc.). In such a situation highly-educated people within society are forced
to find other means and opportunities to gain financial benefits*.
According to numerous research studies (Alganandam, Mittal, Singh and
Fleizach, 2005; McCombie, Pieprzyk and Watters, 2009; Kshetri, 2010a;
Kigerl, 2012), the majority of cybercrime offenders are originally from
Eastern Europe and Eastern Asia. The cause of such a situation also
can be explained by the Marxian Economic theory of crime. According to
this theory, the source of crime derives from a country’s social, and in
particular, its economic system. Namely, the theory states that the
genesis of crime can be trace to the individual’'s living conditions and to
the general social conditions that cause unemployment, poverty, family
misery, criminal behaviour etc. (Milutinovi¢, 1988).

Cybercrime, opportunities and control

There are further social causes which might be deemed to create so-
called “delinquent subculture”. According to Cloward and Ohlin, these
causes derive from the discrepancy between the desires and
opportunities of an individual; such an anomaly is an integral part of the
Theory of Chances (Mesko, 2010). People who live in less developed
countries for the most part cannot achieve business success by
legitimate, lawful means; at the same time, many of them kindle the
“American dream” of success. Sometimes, the aforementioned
strain/divergence results in the breaking the social norms and roles
(Masters and Roberson, 1990).

Based on statistical data Eastern European states face a situation
whereby there is a large number of unemployed and highly-educated
individuals skilled in computing (Kshetri, 2010a). According to Strain
theory, the likelihood of developing a delinquent subculture depends on
the society and the opportunities of an individual. In countries with both
poor economic and law conditions where the authorities are faced with a
lack of cybercrime control mechanisms, and where citizens suffer a lack

* Kshetri (2010a: 1071) noted that “because of the abundance of unemployment
among computing experts in Russia and other Eastern European countries,
those are good environment for hackers”.
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of opportunities for achieving their business aspirations, there is a
favourable environment for developing a delinquent subculture.

Based on defined criteria, the perpetrator of cybercrime has certain
characteristics, such as (Lickiewicz, 2011: 241-243):

e Intelligence (at least average 1Q and an ability to analyse and
think logically);
e Personal characteristics (attention to detail and accuracy);
e Social skills (be familiar with the social norms and attitude
towards other people);
e Technical skills (understanding of the operating system) and
Internet addiction (spending a lot of time online).
Therefore, potential cybercrime offenders are people having highly
developed technical skills, who are unemployed with weak employment
opportunities. Such a thesis was proved by a Nigerian case where
according to a study (Okeshola and Adeta, 2013: 104) cybercrime
threats in Nigeria are very frequent mainly because of the “high level of
poverty and unemployment of young people having computing education
and skills”. According to the same study, people commit cybercrime
literally to survive.

An important factor in whether potential offenders determine to commit
an offence is the likelihood/possibility of being caught by police (Mesko,
2002; Jackson et al., 2012). Developing countries face a deficiency of
comprehensive laws and regulations - particularly regarding cybercrime;
and because of the incompetence of law enforcement agencies such
states are unable to implement those laws that do exist. Developing
countries have significantly fewer representatives belonging to
specialized internet police services; approximately 0.2 to 100,000
internet users. That number is two to five times higher among developed
countries. More than 70% of members of law enforcement agencies in
developing countries report lacking computing knowledge and proper
work equipment (UNODC, 2013). Such circumstances together with the
high number of citizens highly educated in computing and high levels of
unemployment among internet users provide favourable conditions for
an increase in the number of cybercrime cases.

The influence of the lack of formal control over (cyber) crime is a major
element of the Social control theory. In the same way as previously
mentioned social theories, this theory also highlights the link “social role
— crime”. The main objective of social control is maintaining social order
that may be defined as the sum of norms on which people’s attitudes are
based (White and Haines, 2004). Due to the complex nature of
information systems as elements within cyberspace, the absence or lack
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of social control over cybercrime should not come as a surprise. The
connection between social control and cybercrime is also evident from
studies carried out among cybercrime offenders (i.e. Ehimen and Bola,
2010; Warner, 2011; Ojedokun and Eraye, 2012). Such studies found
that the sense of anonymity or absence of social control over
cyberspace is one of the main factors in cybercrime.

The social-economic characteristics of countries and cybercrime are
also closely linked in the Rational choice theory. This theory
complements other sociological theories, particularly the Theory of
chances and Social control theory. On its basis, potential offenders
before deciding to commit an offence calculate/weigh up any costs that
might occur (Cohen in Felson, 1979). Firstly, they count the direct costs
incurred while committing an offence, such as: skills, equipment and
connections. Secondly, they count the costs that might occur resulting
from a jail sentence in case of arrest. Thirdly, they take into account so-
called opportunity costs that result from the decision to commit an
offence together with any moral factors - though from the point of view of
financial moral factors are of little importance. Therefore, if the potential
benefits exceed the potential losses, people decide to commit the
offence. In the field of cybercrime, the aforementioned factors and
influences are of minor importance. In particular, in less developed
countries where the benefits of legal employment are minimal (or even
do not exist), and the lack of social control decreases the possibility of
sentence. Therefore, given the negligible cost of internet transactions
combined with the feeling of anonymity, people using their skills may
easily decide to commit a cybercrime offence.

An empirical overview

There are three empirical studies focussing on the social-economic
factors of cybercrime. In examining cybercrime, they took into account
the most highlighted social-economic characteristics, such as:
unemployment, GDP per capita and education. As evident from table 1,
the studies in most of the cases empirically proved the connection
between cybercrime and social-economic factors.
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Table 1: Influence of social-economic factors on cybercrime

Unemployment GDP Education
McCombie et al.
(2009) PHO PHO PHO
Kshetri (2010a) OFO OFO OFO
Kigerl (2012) SP@PHO sPO PHO /

Source: McCombie et al. 2009; Kshetri, 2010a; Kigerl, 2012
Notes: PH-phishing, SP-spam OF-online fraud

O the connection is statistically significant,
® the connection is statistically insignificant.

McCombie with co-authors (2009) found that most organised phishing
attacks were committed from Eastern Europe. The main focus of the
authors was to examine and establish which determinates have an
influence on phishing activities in Eastern Europe. The authors focused
on cybercrime in Australia; that is one of the first countries where online
banking attacks were noticed. The main suspects were spammers from
Ukraine. The survey is founded on case studies where individuals from
Eastern Europe have been charged with related crimes. On this basis,
the authors found a connection between a so-called corruption index,
online penetration, level of education and cybercrime in Eastern Europe.
The findings showed that the conditions in Eastern European countries
are compatible with and conducive to increasing cybercrime offences.
The cybercrime cases themselves indicated that individuals and groups
from Eastern Europe have made significant contributions to increasing
the number of phishing attacks and the other types of cybercrime
worldwide. The authors noted that good technical equipment and a quite
high level of education, economic instability, corruption, and poor
national institutions in those countries exerted an influence on the
increase of cybercrime groups and criminal cases. Kigerl (2012)
focussed attention on why some countries are more vulnerable to
cybercrime, particularly to SPAM and phishing attacks. The study was
carried out in 132 countries in Europe, Asia, Latin America, Middle East,
North America and Oceania. The author studied possible influences
from different unrelated variables (number of internet users, level of
unemployment, GDP per capita) on both dependent results (number of
SPAM attacks and the number of phishing attacks). According to the
study, unemployment does not have a direct influence on increasing
SPAM attacks. Moreover, richer countries or the countries with higher
GDP per capita and English speaking countries showed more SPAM
attacks. In addition, according to the study, unemployment and GDP
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level have a significant influence on the frequency of phishing attacks.
Kshetri (2010a) is one of the rare authors who are actively researching
cybercrime factors. His paper is based on the premise that the
cybercrime level in developing countries in recent years has increased
more than in developed countries. The study's purpose was to examine
economic and institutional cybercrime factors. The author found that
developing countries are faced with poor and dysfunctional means to
combat cybercrime; poor legal system, weak law enforcement
institutions etc. As a result of high unemployment levels and low income,
the incentive/motivation to commit cybercrime increases. Using
secondary data from different reports, the author found that cyber fraud
mainly originated from the developing countries with high
unemployment. Moreover, people living in such countries had a good
knowledge/educational level in mathematics and computing; this
together with the economic state of those countries, provided the
conditions for an increase in the number of cybercrime crimes
committed.

On the basis of our study of the social-economic aspects of cybercrime
we found that the latter influence an individual’s decision to commit
cybercrime. Therefore, social-economic factors should be taken into
consideration with regard to cybercrime etiologic and other research.

Conclusion

In the context of global and unlimited cyberspace, individual countries
are facing differing levels of cybercrime cases. In common with the
analysed results of the CyberDefcon project, which is the most trusted in
the field, in our paper we found that every internet-connected country
worldwide is vulnerable to cybercrime. Based on the top cybercrime
index level countries for 2013 and 2014 we found that the Eastern world
countries, particularly Eastern European ones (including Russia) have
the highest cybercrime index level worldwide. Generally, those countries
compared with their Western equivalents, are encountering poor social
and economic development, high unemployment level, and poorer living
circumstances.

In order to establish a theoretical basis for the higher level of cybercrime
in Eastern world countries the authors have examined criminological
theories that provide a social view of crime and deviant behaviour. Strain
theory with its concept of three periods talks about possible social
influence on crime. This theory was formulated by examining the link
between “the state of society and frequency of crime” in different periods
of time. The theory explains crime on the basis of three points; social
pathology, weak economic state of people, and the unequal distribution
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of opportunities within society. The proven high level of poverty,
unemployment, and the large gap between rich and poor may increase
the level of social pathology of cybercrime among the Eastern world
countries. This may also be the result of the state of anomie caused
during the transition periods; indeed such transitions are still present and
on-going in some Eastern European countries. The absence of an
economic middle class additionally upsets societal structure and the
existence of highly-educated yet unemployed citizens may increase the
possibility of adding to a delinquent subculture and criminogenic
environment in cyberspace.

Since the (in)efficiency of law enforcement agencies also depends on
the available financial resources, adverse economic conditions often
influence the social control of cybercrime. The latter would be enhanced
by better financial investment in law enforcement authorities thereby
providing better technical equipment; maintaining cyber infrastructure
properly; permanent trainee programmes for employees; better
leadership and international cooperation etc. (llievski and Bernik, 2013).
The proven absence of good social control among the less developed
countries (as noted above, with two to five times fewer professional
internet police officers compared with the developed countries)
increases the feeling of anonymity among the perpetrators of
cybercrime. According to studies of such perpetrators (Ehimen and Bola,
2010; Ojedokun and Eraye, 2012; Warner, 2011) the feeling of
anonymity provides a sense of freedom in developing and committing
cybercrime. If there is little or no risk of law enforcement prosecution and
if people do not have any opportunity for employment, they have nothing
to lose by engaging/investing in cybercrime skills/equipment for
committing crime using cyberspace.

According to empirical studies we found that social-economic factors,
such as GDP per capita, unemployment, and education have a
statistically important influence on the increasing number of cybercrime
cases. On that basis, we found that among the reasons for a greater
concentration cybercrime cases in Eastern Europe might be the poor
economic state and the general sluggishness in overall economic
development.

The main limitation of the current paper is its focus on social-economic
factors. It is already widely known that cyberspace is also used for
terrorist attacks and cyber war. Such criminal activities are not only
motivated by the social-economic aspect, but also political, national,
religious causes etc. In order to come to a wider etiological
understanding of cybercrime further studies should test also the impact
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of these other possible factors. Based on the testing and analysis of
different factors, society may develop more effective mechanisms and
proactive actions against cybercrime. Therefore, this paper strives not
only on understand the factors connected with cybercrime, but also aims
to raise awareness, stimulate a proactive approach and develop
preventive actions in the fight against cybercrime.
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