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THE NIGERIA DATA PROTECTION BILL: 
APPRAISAL, ISSUES, AND CHALLENGES 

Abubakar Sanni Aliyu1 

Abstract: Nigeria has absolutely no privacy and personal information 
laws. This lacuna is even more material in an internet world where 
information published on the web is open to a global audience. It is in 
this regard that the Data Protection Bill was sponsored by Hon. Yakubu 
Dogara, member of the Federal House of Representatives, representing 
Bogoro/Dass/Tafawa Balewa Bauchi State, Nigeria. This paper has two 
key aims, firstly to find out the major issues address by the proposed 
Data Protection Bill 2010, secondly, to determine the significance and 
the challenges of the Bill to Nigeria environment. The study utilized 
secondary source of data from the Data Protection Bill, 2010 and other 
documentary sources for analysis. The study finds out that the Bill 
protect parties in regard to publication of market survey details and 
information, ensure that unauthorised processing of personal information 
is reduce, and use of personal data and information without the prior 
consent of the data is subjected to scrutiny. The paper recommends that 
the Federal Government of Nigeria and the policy makers should hasten 
the process of passing the Bill into law in order to strengthen the 
activities of ecommerce in Nigeria through the following benefits: 
Improved customer relations; Improved ability to market lawfully; 
Improved data quality; Improved data security among others.  
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1.  Statement of the problem  
Data protection and reliability are top priority issues in this digital age. 
With the advent of new technologies, the need to protect one’s privacy is 
becoming of ever greater importance. The advent of information 
technology has created an environment where personal and 
organizational data can easily be assessed by anyone if they are not 
properly protected. Besides, the undeniable fact that people’s lives are 
now becoming woven around continuous exchange of information, and 
streams of data, means that data protection is gaining importance and 
moving to the centre of the political and institutional system (European 
Union Agency for Fundamental Rights, 2010). Thus, most countries 
have taken a stance on data protection in order to enforce laws, prevent 
crime and adopt in diplomatic relationship (Davoli, 2011).  
 
Moreover, the fundamental right to protection of personal data is 
recognised at the universal level in various human rights instruments 
adopted under the aegis of the UN, mostly as an extension of the right to 
privacy1. It is an inalienable human right that cannot be derogated from; 
neither can it be subsumed under any government law or policy. 
Though, Nigeria has no legislative framework for data protection, the 
right to privacy can be traced to Section 37 of Constitution of the Federal 
Republic of Nigeria 1999 which states that the privacy of citizens, their 
homes, correspondence, telephone conversations and telegraphic 
communications is hereby guaranteed and protected. Despite this 
provision, unauthorised processing and use of personal data still persist 
in Nigeria.  
 
Worst still, the growing subscription of customers to online services 
offered by the financial, trading and telecommunications companies in 
Nigeria, as well as the increasing rate of identity theft have necessitated 
the need for data protection legislation that aligned to international 
standards. Besides, there is currently no comprehensive data privacy 
legislation in effect in Nigeria. These are the issues this Bill seeks to 
address. Specifically, it aims to regulate the collection, holding, 
processing and use of personal data and also prevent malicious use of 
such data and information. It seeks to safeguard the interest of 
individuals and makes it illegal for anyone, be it corporate entities or 
individuals to sell personal information or allow the use of such data by 
third parties.  
 

                                                 
1 See Article 12 of the Universal Declaration of Human Rights (UDHR) protects the 
right to private life. 
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The targets of the Bill include individuals, corporate organisations and 
government agencies. This study therefore aims at two major objectives, 
first, to find out the major issues address by the Bill, and second, to 
examine the significance of the Bill and its challenges. The study 
proceeds as follows: Statement of the problem is in Section 1. A brief 
review of literature is undertaken based on cross country comparison in 
Section 2 and Section 3 offers provisions of the Bill. Section 4 provides 
analytics comprising of major issues: comments, significance, and 
challenges of the Bill while Section 5 concludes the study, respectively. 
 
2.  Literature review 
This section reviews international countries experience in the enactment 
of Data Protection Act. 
2.1 Cross-Country Comparison 
There are many rules and regulations governing data protection 
worldwide. For example the European Union has developed a 
Framework for Data protection; this can be seen in the Data Protection 
Directive and the Directive on Privacy and Electronic Communications 
(2002/58/EC), which replaces the Telecommunications Data Protection 
Directive. Indeed if one analyses the European Union Data Protection 
Directive one will notice that there are a number of principles that form 
the body of data protection laws worldwide. These principals can be 
summarised as follows: 
• Personal data shall be processed fairly and lawfully (See Article 6(1a) 
Data Protection Directive 95/46/EC).  
• Personal data shall be obtained only for one or more specified and 
lawful purposes, and shall not be further processed in any manner 
incompatible with that purpose or those purposes (See Article 6(1b)). 
• Personal data shall be adequate, relevant and not excessive in relation 
to the purpose or purposes for which they are processed (See Article 
6(1c)). 
• Personal data shall be accurate and, where necessary, kept up to date 
(See Article 6(1d)). 
• Personal data processed for any purpose or purposes shall not be kept 
for longer than is necessary for that purpose or those purposes (See 
Article 6(1e)).  
• Personal data shall be processed in accordance with the rights of data 
subjects under this Act (See Article 12).  
• Appropriate technical and organisational measures shall be taken 
against unauthorised or unlawful processing of personal data and 
against accidental loss or destruction of, or damage to, personal data 
(See Article 17).1 

                                                 
1 Akinsuyi, F. F. (n.d.) 
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The European Union also in an attempt to protect personal data 
processed within its environs has an additional principle relating to 
transfer of data to third party countries, which covers countries outside 
the European member states. This provision states that the transfer of 
data should not be carried out to such countries if they do not have 
similar data protection laws and measures such as the European Union 
(See Articles 25 and 26).  
 
However, in the UK, the most significant is the Data Protection Act 1998 
which came into force in 2000. The Act gives individuals rights with 
regards to the processing and sharing of personal information (Snaith, 
2010). It mandates among other things, that certain information collected 
during recruitment, monitoring analysis, employee record updates and 
health checks are kept confidentially and with the rights of those whom 
the data is about in mind. 
 
Data Protection in Japan is covered under the Law Concerning the 
Protection of Personal Information. It was enacted in 2003 but put to 
effect in 2005. Enforcement is regulated by ministries of each industry 
sector (i.e. Ministry of Health enforces the Law in the Health sector). Like 
many data protection laws, Japan’s law requires specific and limited use 
of information, adequate data security and integrity, data subject notice 
of purpose of use, as well as access to and correction of information 
held by an institution. One major different in Japan’s law is in their 
policies regarding disclosure. Explicit consent is required for all 
disclosure of information to third parties, even if the third party is 
affiliated with the data controlling entity1. 
 
Data protection law in Switzerland was enacted in 1993 but revised in 
2007 to make processing of personal data more transparent. It applies to 
the processing of personal data by private persons and federal 
government agencies; and also protects both personal data pertaining to 
natural persons and legal entities2. The revision of the Act has, however, 
been accompanied by increase in the costs of data protection 
compliance by companies (Rosenthal, 2006). 
 
In Slovenia3, the Personal Data Protection Act stipulates that protection 
of personal data governs the prevention of unlawful and unjustified 

                                                 
1Data Protection Laws around the Globe. Retrieved online at 
http://www.cippguide.org/2009/12/06/data-protection-laws-around-the-globe/ 
2 Data Protection in Switzerland at a Glance. Retrieved online at 
http://www.dataprotection.ch/en/home.asp 
3 Office of the Information Commissioner, Republic of Slovenia - What is Personal Data 
Protection? Available online at https://www.ip-rs.si/index.php?id=262 
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interventions into the information privacy of an individual. Personal data 
can only be processed if the law allows it, or with the individual's explicit 
written consent. Natural and legal persons performing public services or 
activities regulated by the Companies Act do not need an individual's 
explicit consent, but may legally process the personal data of their 
contractually related persons. This, however, only applies for personal 
data needed for execution of contractual obligations. With regard to state 
bodies, local community bodies and public powers holders, the 
regulations differ, as the stated bodies can only process data specifically 
determined to be within the law. An individual whose data is processed 
based on his written consent must receive prior notification of the 
purpose of the data processing, and its use and time of retention. 
 
In Malaysia, the Personal Data Protection Bill 2009 was passed by the 
Lower House in 2010. The key objective is to regulate processing of 
personal data by data users in the context of commercial transactions, 
with the intention of safeguargding the data subject's interest (Wong et 
al., 2010). It, however, does not apply to Federal and State 
Governments, non-commercial transactions and data processed wholly 
outside Malaysia unless that personal data is intended to be further 
processed in Malaysia (Munir, 2009). The Bill is, however, yet to become 
law due to the government’s inability to appoint a Data Protection 
Commissioner. 
 
The Protection of Personal Information Bill of 2009 was introduced to the 
National Assembly of South Africa in August 2009. The objectives of the 
Bill is to promote the protection of personal information processed by 
public and private bodies; to introduce information protection principles 
so as to establish minimum requirements for the processing of personal 
information; to provide for the establishment of an Information Protection 
Regulator; to provide for the issuing of codes of conduct; to provide for 
the rights of persons regarding unsolicited electronic communications 
and automated decision making; to regulate the flow of personal 
information across the borders of the Republic; and to provide for 
matters connected therewith (Republic of South Africa, 2009). The 
proposed Bill has not been passed into law. In the Southern African 
region, only Mauritius, Angola and Zimbabwe have enacted data 
protection laws (Chetty, 2012). 
 
The parliament of Ghana has also passed the Data Protection Bill, which 
aims to set out the rights and responsibilities of data controllers, data 
processers and data subjects. The Act, which is yet to been assented to 
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by the President also recommends for the establishment of the Data 
Protection Commission1. 
 
2.2 Relationship with Existing Laws 
The proposed Bill deals with constitutional issue as provided in Section 
37 of the 1999 constitution of the Federal Republic of Nigeria (as 
amended) that "the privacy of citizens, their homes, correspondence, 
telephone conversations and telegraphic communications is hereby 
guaranteed and protected”2.  
 
This provision is certainly not adequate when compared to having a 
separate law that governs protection of personal data which takes into 
consideration the enormous issues and complexities of processing 
personal data. Section 11 and 12 of the draft Computer Security and 
Critical Information Infrastructure Protection Bill 2005 deals with identity 
theft, and data retention and protection respectively3.  
 
While Section 4 of the Bill provides that any data retained, processed or 
retrieved by the service provider at the request of any law enforcement 
agency under this Act or pursuant to any regulation under this section, 
shall not be utilised except for legitimate purposes. In this case, 
utilisation of the data constitute legitimate purpose only with the consent 
of individuals to whom the data applies or if authorised by a court of 
competent jurisdiction or other lawful authority.  
 
The Cyber Security and Data Protection Agency (Establishment, etc) Bill 
2008 was also drafted to address the issue of personal data and 
information protection in Nigeria (Nkanga, 2011). These Bills are, 
however, restricted to personal data and information obtained from 
telecommunication and computer systems; and they have not been 
passed into law. 
 
  

                                                 
1Retrieved online from 
http://www.ghanaweb.com/GhanaHomePage/NewsArchive/artikel.php?ID=229717 
2  FGN (1999) Constitution of the Federal Republic of Nigeria (amended)  
3Computer Security & Critical Information Infrastructure Protection Bill 2005. Retrieved online 
from www.nassnig.org/nass/legislation.php?id=103 
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3. Provisions/Summary of Personal Data Protection Bill, 2010 
 
The Bill is made up of eleven (11) sections. 
Section 1 focuses on handling of personal data.  
Section 2-5 deals with the right of access to personal data; right to 
prevent processing likely to cause damage or distress; right to prevent 
processing for purposes of direct marketing; and rights in relation to 
automated decision taking, respectively.  
Section 6 is on compensation for failure to comply with certain 
requirements. 
Section 7 provides information on rectification, blocking, erasure and 
destruction of data. 
Section 8 presents information on unlawful obtaining, etc. of personal 
data. 
Section 9 is on prohibition of requirement as to production of certain 
records. 
Section 10-11 presents the interpretation and citation of the Bill, 
respectively 
 
4. Analytics 
The imperative step in enacting any bill is to understand and articulate 
the major issues, significance, and its challenges. Understanding these 
towards the enactment of Personal Data Protection Bill, 2010 cannot be 
over-emphasised. Some of these issues are briefly examined below: 
 
4.1 Major Issues: comments  
Advances in technology has led to easier ways of carrying out daily 
routines, indeed, many activities which in the past required physical 
presence before a purchase could be made of a product, now only need 
the supply of personal details. While this is convenient, and has led to 
faster means of conducting business, it has also led to a rise in identity 
theft (Akinsuyi, n.d.).  
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Nigeria has absolutely no privacy and personal information laws. 
However, it is evident from the literature that different countries have 
laws that restrict release of personal information.1  
 

 Data subjects’ consent is required;  
 Data must be used for purposes for which they were compiled;  
 Data user may request, free of cost, for blocking or rectification of 

inaccurate data or enforce remedy against breach of 
confidentiality;  

 Processing of children’s data must have the consent of the 
parents and there must be verification of such consent through 
regular mail; 

 Strict criminal and pecuniary sanctions are imposed in the event 
of default.  

International best practice recommends self-regulation by industry 
practitioners, with industry regulator exercising supervisory control. For 
example, New Zealand is taking the initiative at the instance of 
Government to establish practice codes that would ensure fair business 
practices, advertising and marketing practices, disclosure of identity of 
business, disclosure of terms and conditions of contract, mechanism for 
conclusion of contracts, customer dispute resolution processes and 
privacy principles (Aliyu & Adebayo, 2014).  
 
Therefore, the objective of this Bill is to reduce unauthorised processing 
and use of personal data and information without the prior consent of the 
data subject (See Section 1(1a-e), Data Protection Bill 2010). The 
enactment of the Bill will ensure the protection of personal and private 
data and information within and outside Nigeria (See Section 4, Data 
Protection Bill 2010). It will prevent unauthorised and unlawful 
processing, transfer or use of personal data (See Section 1(3), Data 
Protection Bill 2010). The Bill will strengthen the fundamental rights of 
individuals as it relates to rights to private life (See Section 2-5, Data 
Protection Bill 2010). Also, the Bill will help to reduce the incidence of 
crime and fraud associated with identity and information theft (See 
Section of Data Protection Bill 2010). This is a laudable provision which 
gives legal backing to individuals, corporate organisations and public 
agencies thereby enhancing performance of ecommerce activities in 
Nigeria.  
 
  

                                                 
1 E.g E-Commerce in Nigeria: How to Move Forward Legal Framework for the Introduction of E-
Commerce.  



Innovative Issues and Approaches in Social Sciences, Vol. 9, No. 1 

 

  | 56  

4.2  Significance and Challenges of the Bill 
The significance and challenges of the Bill is summarised below for 
clarity purposes. 
 
Significance of the Bill 
If Nigerian wants to attain this overarching goal of reaching the top 20 
economies by year 2020, as well as to be a major player in the global 
market place of ideas, the country will need to prepare her citizens for 
the new environment of today and the future, thereby enhancing the 
activities of ecommerce. The country should pass into law the proposed 
data protection Bill for the following reasons: Improved customer 
relations; Improved ability to market lawfully; Improved data quality; and 
Improved data security.  
 
Improved customer relations 
Compliance with the proposed Bill requires data controllers to inform 
their contacts of what will happen with their data. This is usually done by 
means of data protection notice or policy. A well drafted notice can be a 
marketing tool in its own right, and reassure customers that you are 
careful with their information and respect their rights.  
 
Improved ability to market lawfully 
The Bill will give individuals the right to prevent direct marketing, and the 
Privacy and Data Protection (EU Directive) Regulations govern 
marketing by electronic means to businesses as well as individuals. The 
impact of the Data Protection Act and these regulations should be 
considered when planning a marketing campaign and when procuring a 
customer relationship management database. The way information 
about marketing is given, and the option to refuse marketing is 
presented, can make a big difference to the consent obtained and the 
value of that data for marketing purposes. Compliance will also reduce 
the risk that targets are annoyed by marketing communications rather 
than encouraged to purchase. 
 
Improved data quality 
Management of electronic data can be challenging. The Bill requires 
data controllers to ensure that personal data that they hold is accurate 
and where necessary, up-to-date. It should be relevant and not 
excessive and not held longer than necessary. The benefit of 
compliance with these measures is a reliable database. 
 
Improved data security 
The Bill requires data controllers to keep personal data safe and to take 
appropriate technical and organisational measures to process it 
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lawfully. Most businesses regard their customer data as a key 
asset. Compliance with the Act will improve the protection of those 
information assets, and there are criminal offences under the proposed 
Data Protection Act which can provide a remedy in the case of theft or 
unauthorised disclosure of the list.  
 
Challenges of the Bill 
Data and personal information protection is an integral part of 
fundamental rights architecture. Currently, Data protection is a complex 
issue and has become a topical issue in recent times. However, the 
challenges of this Bill are minimal when compared to the benefits 
derived from regulating personal information in the Nigeria Environment. 
Stated below are some of the challenges of the Bill:  

 These Bill does not consider privacy protection online, access to 
the internet, video surveillance, search engines and social 
networking. All these are current challenges to the effective 
enforcement of the Act. 

 The lack of a comprehensive database and Data Protection 
Authorities/Commissioners, as is the case for best pratices, may 
pose a major challenge for the enforcement of the Act. 

 The process involved in obtaining information about an individual 
may cause delays in some important legitimate activities. For 
instance, it may hinder effective criminal investigation by 
authorised agencies. 

 
Individuals may take advantage of data protection laws to perform 
illegitimate actions, since to a large extent, they can influence who get 
access to their personal data and information. 
 
The Bill may constrain legitimate users of information (e.g. embassies, 
financial institutions, police, educational institutions, employees, etc) 
from obtaining adequate information about an individual and taking 
appropriate decisions based on such information. 
 
The Bill may propel companies doing business in Nigeria, especially 
those involved in marketing activities to review their business 
procedures relating to capturing and employing of personal data.  
The proposed Bill may cause a collision between the right to know and 
the right to privacy. Besides, it may negate the objectives of 
transparency, whistle blowing, freedom of information, and some code of 
conduct rules.  
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5. Conclusions  
Data Protection Bills have been passed by the parliaments of some 
countries but are yet to be signed into law after several years due to 
different reasons. Some of the countries include Malaysia, Singapore, 
South Africa, Ghana, etc. The enactment of the Personal Data 
Protection Bill in Nigeria is aimed at reducing the rate of unauthorized 
processing and use of personal data and information. The inclination 
towards online commercial activities and increasing incidence of identity 
theft has made data protection laws more significant in every nation. 
Though, this is not without its challenges. While trying to protect 
individual’s personal data and information, the Bill may make sourcing of 
data for legitimate purposes to be tedious and present opportunities for 
illegitimate activities to flourish. Besides, the availability of a 
comprehensive database and experienced Data Protection Authorities, 
as is the case in best practices may be crucial to the success of the 
proposed Bill. 
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