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SECURITY CULTURE IMPACT ON SECURITY 
EXCELLENCE IN A COMPANY 

 
Milan Ambrož1

 
Abstract   
Awareness and behavior of organizational members is the outcome of 
the strong, completed and standards supported security culture. A major 
challenge for the current organization is to promote organizational 
members to take security responsibly. This paper examines the impact 
of security culture characteristics on the behavior of organizational 
members regarding security. My prediction was that the open purpose of 
the company and its reliability had a significant impact on collective 
actions regarding security. Additionally, appropriate security culture in a 
company is the real guarantee for the secure actions of employees. The 
results of my study support the hypothesis that security culture 
differentiates between different companies and increases positive 
behavior of employees towards the security excellence. However, I have 
found evidence that adaptability and involvement traits of the security 
culture in our study do not significantly affect the excellence in security 
behaviour.  
 
I recommend that managers should require employees in the operational 
security problem solving and continuously and publicly express 
contemporary and predicted security threats. As a result, reliable 
preventative actions will come and support the excellence of a company 
and the quality of the life of all company stakeholders.  
 
Keywords: culture, behaviour, awareness, mission, adaptability, traits, 
excellence.  
 
Introduction  
Safety and security become one of the key business problems for 
managers of modern organizations. Fraudulent behavior on all 
management levels and all kinds of trust and security breaches distress 
and often restrict or destroy business activities. Organization’s legitimacy 
is often under attack. All kinds of different schemes appear that are used 
to evaluate misuse of company’s assets. Such behaviour has to be 
seriously considered. 
 

                                                 
1 Milan Ambrož, PhD is an Associate professor at Faculty of organization studies Novo 
mesto, Slovenia 
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Additionally, high pressure of competitive business environment 
endangers the power of many organizations and a need for a 
comprehensive security policy, including local and external security are 
an essential. All kinds of security breaches provoke negative security 
awareness. They are the basis for the creation of non-integrative view of 
an organization in the eyes of the employees and customers. Besides, 
all stakeholders have high expectations regarding security and 
legitimacy of the business, and security is becoming part of overall 
efficiency of the organization (Timonen et al 2009). Cumulatively, these 
factors can have a detrimental effect on a company and its customers 
and clients. Riughaver et al (2007) and Jiang (2009) prove this 
statement. They argue that security is a crucial success determining 
factor in all businesses in the future, especially in high-risk ones. 
 
The aim of this paper is to determine the nature of employees’ security 
behavior in the organization. Relatively little attention has been directed 
towards how a security culture affects organizational unit's existing 
security behavior in a management and business environment. I 
hypothesise that organizational behavior factors contribute to the variety 
of workplace behavior that adheres to corporate policies and regulations. 
Further, I suppose that these factors have a positive impact on intentions 
of company members to behave securely.  
 
Security culture and company excellence 
Wiegmann et al. (2002) understand the culture phenomenon in the 
company through three different perspectives. Sociological perspective 
highlights heroes, social drama, and rituals manifested in the shared 
values, norms, and meanings of groups (Deal and Kennedy, 1983; 
Mearns et al 2003). Anthropological perspective assumes that culture is 
an emergent property of the organization, generated by its unique 
history and individual members (Smircich, 1983). In contrast, 
organizational psychology interpretation defines culture as the values 
and beliefs that organization members share through symbolic 
resources such as myths, stories, legends and specialized language 
(Smircich, 1983). It tends to emphasize its functional role and its impact 
on the organization productivity (Schein, 1985). Wiegmann (2002) 
assumes culture as a provider of a conceptual relationship between 
organizational behavior and management interests. Social identity 
theory reveals that company members are influenced by the plethora of 
cultures (Straub et al, 2002).  
 
Security problems are complex and unpredictable. According to Chia, 
Maynard, and Ruighaver, (2003) security system is one of the systems 
to be supported by management’s beliefs and actions. Leach (2003) 
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reports that as many as 80 % of serious security failures in Australian 
companies could be the result of poor security behavior of organizational 
members. Many organizations still focus exclusively on regulations to 
submit to minimum standards and whistle-blowing. Such manner 
obscures the main objectives of integrity (Herath and Rao, 2009). 
Wagner and Brooke (2007) discuss that the conventional understanding 
of community that supervises everything has to vanish. Presented 
empirical evidence leads the development of more proactive and holistic 
approach to security in a company that makes moral values, individual, 
shared responsibility, and integrity more precise (Dempsey, 2005). 
Supervising authority should be delegated to the individual.  Chia et al 
(2003) agrees that the concept of security culture is not fully defined and 
can be viewed from different points of view generated by different 
subcultures. Some researchers of organizational culture explain it as a 
foundation of shared beliefs and assumptions about the way business is 
done in a company. Security aspect of it reflects the values and beliefs of 
safety and security. Moreover, security and safety values and beliefs are 
the basis of security norms and rules that govern the behavior of 
individuals, groups, or the company (Denison, 2007; Greene and D’Arcy, 
2010).  
 
Organizational culture is an emergent and recreated experience as 
members regularly present and communicate in ways, which seem to 
them to be natural’, clear and unambiguous. Considering this fact, 
Schlienger and Teufel (2002) argue that security culture is embedded in 
organizational culture. It is considered to be the general assumption that 
is changing over time. They argue that it can be designed and changed 
by the management of an organization. Similar findings were concluded 
by Bukovec (2009) using different organizational excellence models to 
implement changes in organizations. In contrast, Detert et al (2000) 
linked organizational culture to a comprehensive set of values and 
beliefs that constitute the culture nature' of Total Quality Management. 
His method consists of eight overarching dimensions that describe the 
nature of organizational culture. Joo et al (2009) used these dimensions 
to create a source of security information culture. Da Veiga and Eloff 
(2010) developed the Information Security Culture Framework. This 
format is useful in assessing information security in a company.  
 
Starting from this definition, I decided that traits approach is the most 
suited to my review of security culture. Two of the culture characteristics, 
collaboration and adaptability, are indicators of flexibility, openness, and 
responsiveness. They predict growth potential of an organization. The 
other two characteristics, support and commitment, are indicators of 
integration, directive, and vision. They are predictors of profitability 
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(Denison and Mishra, 1995). Security excellence in a company is based 
on cooperation and flexibility of employees’ actions, and their courage 
and commitment to security and safety. Additionally, security can be 
maintained by collaborative involvement of organizational members in 
the security policy and proven adaptability of all stakeholders to the 
security threats. 
 
Security as a basis of a protective behaviour 
Purpose is the most prominent feature of the security culture in an 
organization. It links structure behavior and goals of the organization. 
Security purpose consists of formalized information and standardization, 
certification and evaluation, and it is information about the barrier of 
concrete and especially information assets. Moreover, it includes 
organizations member’s status, ingenuity and skill in the nature of 
mental models about security issues. Purpose is the articulation of 
goals, vision, and strategic direction. Besides, it serves to determine the 
magnitude of a company and capacity to manage risks and security 
threats (Pidgeon, 2001). Purpose is aimed to provide security for all 
stakeholders in the business process, including local, national, and the 
international. Denison (2007) is convinced that governing a company’s 
purpose clarifies company’s goals and projects company’s future 
existence. 
 
Based on the study of organizational culture studies, I identified the 
following sense of security culture that indicates the relationship of the 
company to its environment: adaptability to security threats. Lawrence 
and Lorch (1967) determine the relationship between the extent to which 
the states of differentiation and integration in the company are 
compatible to its success. Adaptable organizations do exist and are 
successful (Denison and Mishra, 1995). They are learning organizations. 
They continually learn from mistakes, involve risks and do change and 
growth (Hurst, 1995: 118; Charan, 2004: 161; Coimbra, 2009: 35). 
Constant pressures to change often negatively affect security. 
Implementing of reengineering, downsizing, outsourcing and other relief 
frameworks usually diminishes the sense of security in an organization 
(Hammer and Champy 1993; Hickok, 1998). Changes in the company 
certainly modify the security awareness. Culture of fear is often the 
result of it (Furedi, 2002: 2). Nevertheless, it is necessary for the 
management of the company to monitor the security threats in internal 
and external environment and convert them to security regulations and 
actions. Management has to develop a security policy of network 
monitoring (Greene and D’Arcy, 2010). In such a manner, management 
conveys the organizational members and other stakeholders that the 
company is serious about security (Straub, 1990). 
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The most valuable asset of the company is employees. They create and 
manage the company’s assets, products, and services. The empirical 
evidence of Spreitzer (1990), Ambrož (2004), and Denison (2007), has 
demonstrated that effective organizations provide conditions that 
empower and improve their employees, and continually strengthen their 
capacity. Successful organizations provide conditions that enable 
organizational members. Moreover, empowerment is a process in which 
an individual enables himself to take effect and management tasks and 
autonomous decision-making. It is closely linked to the involvement as a 
work-style characteristic that motivates responsible behaviour. Further, 
company members feel that they are involved when they can apply to 
their work and have a strong sense of ownership (Denison, 2007). 
Organizational members are involved, when they are empowered and 
can exercise initiative, authority, and ability to manage their own work.  
 
It is particularly noteworthy that organizational members have enough 
security authority to act and prevent the security breach. This authority 
includes the right to analyze and to discuss the activities that caused it 
(Kruger and Kearney, 2006). The initiative to be involved in security 
issues corresponds to the degree of fulfilled expectations of 
organizational members. When a contribution of everyone to security in 
a company is valued, the security will be taken seriously (Weick and 
Sutcliffe, 2001: 123). 
 
Employees, however, can be a vulnerability to their company’s security. 
If they don’t know how to act in a secure manner, they will fail to 
correspond to security breaches (Hubbard, 2002). Organizations are 
security operative when they are consistent internally controlled, and 
fully integrated. Consistent organizations create unique system of 
governance based on consensus (Denison, 2007). Shuchih et al (2007) 
analysed the impact of organizational culture characteristics on the 
effectiveness of security activities in a company. Results of the research 
show that energy and reliability have a significant impact on information 
security management. On the other hand, traits cooperation and 
innovativeness are not significantly associated with it. Only 
cooperativeness has a significant and negative correlation to 
confidentiality, which is the essence of security culture. Thomson et al 
(2006) argues that integration of security into the organizational culture 
is a fact and is based on the consistent behavior of employees. Security 
consistency is usually achieved by common agreement on risks and 
dangers. The quality of the agreement is based on the logical and 
reasonable doubt in cooperative security activities.  
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Weill and Ross (2004) argue that open reporting of security problems to 
the management of a company is successful. It even creates new 
opportunities for more effective security governance. It could be 
established through more collaborative opportunities between the 
business professionals and management and defined technical 
decisions. Brown and Nasuti (2005) found out that in organizations with 
the most effective IT governance, IT decisions are shared by all 
stakeholders. Security consistency is usually achieved by collective 
agreement on risks and threats, and the quality of the agreement is 
based on the consistent and reasonable doubt in everyday security 
activities. 
 
Security excellence and governance 
Recently, many disastrous events led to the development proactive and 
complex concepts in the field of security. One of them is a security 
culture, which is a complex and challenging project because there  are 
no mutually agreed visible signs, practices and images, values and basic 
assumptions that define it (Kuusisto and Ilvonen, 2003). Greene and 
D’Arcy (2010) argue that the quality of a security culture lies in the 
assumptions and beliefs that drive the organizational members’ 
behaviour. Their research shows that security customs and job 
satisfaction lead to promote collective security behavior intentions. 
However, Solms and Solms (2004) and Vroom and Solms (2004) 
analysis revealed that information system security advocates have 
suggested that organizations can modify user behavior by cultivating a 
security culture that promotes security-conscious decision-making and 
adherence to security policy. For security culture, in particular, and in a 
functional sense, it is believed to be a significant predictor of security 
performance, which impacts the overall performance of the organization 
(Cox and Flin 1998: 189; Javidan, 2004). The level of security 
performance in the company varies and is dependent upon the extent to 
which the values promote it (Wiegmann et al., 2002: 5). If the core 
values and norms about the security are committed, employees 
internalize them. Moreover, they reinforce the notion of individual and 
collective security. This is the point where performance is embedded 
reflecting core beliefs, which are based on need, feasibility and 
effectiveness of controls. 
 
These conclusions and reports findings led us to the proposition that the 
security culture fosters security responsible behavior of employees:  
 
H1: The security culture positively impacts the security excellence of the 
company.   
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Methodology 
Sample 
Respondents in our research were from Slovenian public, logistics and 
one manufacturing company. We deployed 180 questionnaires, and 157 
were returned and used in the analysis. The response rate was 95%. 
Participants completed questionnaire containing questions about the 
security culture and its impact on security behavior of employees.  
Participants administered the questionnaires freely and anonymously. It 
is reasonable to assume that organizational members have been 
exposed to security issues in their organization, because their 
organizations emphasized the importance of incorporating security 
behavior to all business activities. Table 1 below summarizes the 
characteristics of the respondents and their organizations. 
 
Table 1: Sample description data 

Variable Features Structure % 
 

Gender men 
women  

100 
57  

64 % 
36 %  

Age average age 
range of age in years  

39. 25 
21-64  

 

Education 

elementary 
school 
high school 
college 
faculty 
master  

2 
35 
30 
30 
57 
3  

1. 28% 
22. 30% 
19. 11% 
19. 11% 
36. 30% 
 1. 91%  

Organization  public sector 
industry 
logistics  

67 
17 
73  

42. 67% 
10. 82% 
46. 50%  

 
Instrument 
Talking to employees about the security is a difficult task. They avoid 
such interviews because they think that some personal information 
would be revealed to the unauthorized persons. So we turned to the 
questionnaire that has been administered in different organizations from 
a business and social sphere. By questioning the employees, we gained 
some insight as to how they integrated their security awareness 
cognitions in the patterns of change behaviours. The means for our 
analysis based on the organizational culture traits developed by Denison 
(1990, 2007). As argued by Denison et al (2006) confirming the traits of 
organizational culture requires the use of a questionnaire, which 
contents the five groups of questions that we believe constitute a full 
understanding of cultural traits and security behavior: (a) mission (b) 



Innovative Issues and Approaches in Social Sciences, Vol. 5, No. 1 

    | 77  

adaptability (c) involvement (d) security excellence, and (e) awareness. 
Participants fulfilled questionnaires using Likert-type scale ranging from 
(1 = totally agree) to (totally disagree = 5). 
 
Analysis of results 
My research has produced some significant findings, which we hope will 
contribute to the literature in this area of inquiry. The empirical findings 
are discussed below.  
 
Factor analysis 
 
Table 2 shows the results of subjecting the material to principal 
component factor analysis with Varimax normalized as a technique of 
rotation to establish content validity of the a-priori dimensions. 
Specifying five factors were found to have produced the most 
interpretable results and explained 52.98 % of the total variance. 
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Table 2: Security culture characteristics 
 
 
 
 
Security culture characteristics 

M
ission 

A
daptability 

Involvem
ent 

E
xcellence 

A
w

areness 

M
ean 

S
td 

C
ronbach's alpha 

The processes in our organization are 
transparent enough and can be 
predicted. 

0.62 0.01 0.23 0.12 0.07 3.31 1.07 
 

Organizational members in our 
organization report hidden mistakes 
which could trigger severe 
consequences. 

0.50 0.12 0.05 0.24 0.22 3.42 1.12 

 

In the organization, we often 
thoroughly analyse problems to 
understand them better.  

0.64 -
0.02 

0.23 0.33 0.12 3.39 1.02 
 

Organizational members in the 
organization are stimulated to share 
different opinions.  

0.73 0.01 0.17 0.25 0.02 3.55 0.98 
 

We value organizational members in 
the company that are skeptical and 
don’t believe everything that is told to 
them.  

0.49 -
0.32 

-
0.24 

0.1 0.23 3.11 1.05 

0.90 

There is a person in the company that 
has an authority and the power to 
support our decisions to solve 
suddenly emerging problems.  

0.58 0.20 0.21 0.28 0.11 3.58 1.12 

 

Organizational members in our 
organization know the activities in the 
neighboring processes exceptionally 
well. 

0.69 -
0.06 

0.20 0.12 0.16 3.21 1.11 

 

Managers in our organization 
continuously monitor workload and 
employ extra sources to reduce it when 
it is necessary.  

0.66 0.07 0.18 0.24 0.13 3.08 1.21 

 

The members in our organization 
respect differences in personalities.  

0.64 0.05 -
0.02 

0.29 0.19 3.63 1.03  

Knowledge is in our organization is 
more appreciated that status in the 
company hierarchy.  

0,67 0.03 -
0.03 

0.17 0.13 3.41 1.15 
 

Professional help in our organization is 
available when we are confronted with 
the problem that cannot be solved.  

0.63 0.10 0.16 0.43 0.11 3.63 0.98 
 

Working tasks in our organization 
follow substantial and timely 
progression. 

-
0.12 

0.40 0.07 0.30 0.22 3.54 1.01 
 

All procedures of the working process 
in an organization can be directly 
observed. 

0.27 0.74 0.04 0.02 0.04 2.95 1.15 
0.58 

Working processes in our organization 
can be stopped. Products can be 
warehoused and services held and yet 
there is no harm done.  

0.04 0.60 -
0.04 

-
0.05 

-
0.19 

2.29 1.17 

 

There are various ways to produce our 
products or services in our 
organization. Planning of production or 
services is changing.  

0.02 0.75 -
0.14 

-
0.17 

-
0.08 

2.60 1.16 
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continue 
 
 
Security culture characteristics 

M
ission 

A
daptability 

Involvem
ent 

E
xcellence 

A
w

areness 

M
ean 

S
td 

C
ronbach's alpha 

Employees in our company do not 
have enough authority to act when 
unpredictable events occur or when 
our company is in danger. 

-
0.34 

-
0.08 

-
0.48 

0.04 -
0.02 

2.81 1.17 

 

When an unexpected event occurs in 
our company, we usually pay attention 
to the causes.  

-
0.08 

0.16 -
0.76 

-
0.15 

0.02 2.73 1.12 
 

When activities do not follow the plan 
in our organization, employees rarely 
try to find out what is the cause of it. 

-
0.17 

-
0.01 

-
0.73 

-
0.22 

-
0.12 

2.71 1.05 
0.72 

To verify whether hypotheses can be 
accepted, is not the common 
procedure in our organization.  

-
0,06 

-
0.09 

-
0.71 

-
0.14 

-
0.19 

2.78 1.14 
 

Employees in our company rarely 
discuss concrete security problems. 

-
0.36 

0.25 -
0.45 

0.02 -
0.00 

3.04 1.17  

         
It is common in our company that we 
fulfill all expectations of our customers.  

0.06 0.15 0.08 0.70 0.29 3.94 0.96  

It is known that our company respects 
ethical business. 

0.32 0.09 0.04 0.64 0.07 3.92 0.91  

Our company has clearly defined 
security politics. 

0.26 -
0.28 

0.03 0.68 0.11 3.93 0.89  

It is evident for our company that it has 
a clearly defined security rules that are 
active and operational.  

0.32 -
0.21 

0.05 0.70 0.15 3.83 0.95 
 

It is common in our company that 
employees are capable of taking care 
of the safety of the organization.  

0.34 -
0.02 

0.13 0.53 0.26 3.92 0.86 
0.83 

It is common for our company that 
employees actively, flexibly, and 
effectively secure the company 
information. 

0.34 0.08 0. 1 0.70 0.13 3.79 1.01 

 

It is known that our company business 
is secure and stable. 

0.32 -
0.05 

0.13 0.72 0.23 3.93 0.89 
  

It is obvious, what are the contents of 
safe and secure behaviour in 
organization.  

0.34 -
0.15 

0.08 0.67 0.23 3.74 0.99 
 

It happens in our company that some 
security and safety measures are 
abandoned for the sake of customer 
satisfaction with the company. 

-
0.02 

-
0.04 

-
0.21 

-
0.56 

0.32 2.34 1.21 

 

We spend a lot of time in our 
organization considering how our 
activities might harm our company, 
stakeholders, partners, and customers. 

0.21 -
0.09 

0.11 0.24 0.61 3.16 1.09 

 

There is a firm agreement in our 
organization of what cannot go wrong. 

0.27 -
0.04 

0.25 0.26 0.57 3.58 1.04  

There is a firm agreement in our 
organization what could go wrong. 

0.24 0.01 0.12 0.16 0.66 3.49 1.00 0.71 

Organizational members in our 
company do not believe everything 
what they see and hear. 

0.02 -
0.18 

-
0.13 

-
0.02 

0.58 3.35 1.11 
 

There is an enormous effort in our 
organization to produce quality work. 

0.21 0.09 0.13 0.21 0.55 4.15 0.81  
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The hidden dimensions showing in Table 3 extracted by principal 
components factor analysis demonstrated adequate reliability of 
dimensions. It is ranged from satisfactory to excellent, except for the 
dimension Adaptability to security threats.  
 
Table 3: Cronbach’s Alfa reliability of factors 
Security mission of the organization α = .90 
Adaptability to security threats α = .58 
Involvement of employees α = .72 
Security excellence α = .83 
Security awareness α = .71 

 
The first factor, ‘Security mission of the organization’, explained the 
30.18% of variance. It is obvious that the sharing of different opinions 
and information about business processes could enhance the security 
awareness of employees.  
 
The second factor ‘Adaptability to security threats’ explained the 6.82% 
of variance. When there are different ways to provide products or 
services and the company is growth oriented, it is flexible enough to 
adapt to security threats. Additionally, when all procedures of working 
processes are directly monitored, they can be stopped and continuously 
improved. Damage from future security threats can be avoided. 
 
The third factor ‘Involvement of employees’, explained 5.86% of variance 
and deals with unexpected events that occur in the organization. 
Participants in the survey pay attention to the activities that caused 
unexpected events. When activities do not correspond to the plan, 
participants in the analysis always try to find out what is the purpose of 
it. It is the normal procedure in the institution to verify whether the 
hypotheses about the causes that produced deviation from the system 
are authorized. 
 
The fourth factor, ‘Security excellence’, explained 5.59% of variance, 
encompassed many aspects behaviour that strengthens the security of a 
company and fulfils the expectations of company’s customers. It shows 
that a company has clearly defined security rules that are actively 
followed. Additionally, it shows that organizational members engagingly 
and effectively protect the data in an organization. Companies 
participating in the study create well defined security system with defined 
goals what to protect, and ethical standards how to do it. 
 
The last, fifth factor, ‘Awareness’, explained 4.54% of variance. It 
attempts to respond to the question: “What could and what could not go 
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wrong in the organization, and to the considerations how the activities of 
the company’s members can damage the organization?” The factor 
confirms that behavior change is partly based on the reasonable doubt 
of the members in everything what they see and now. Participants in the 
study believe that consistency is the result of their tremendous power to 
produce quality work. 
 
To see if the factor analysis for our example from Table 2 is just, we ran 
The Kaiser-Meyer-Olkin (KMO) degree of sampling adequacy. A Kaiser-
Meyer-Olkin provides an indication (between 0 and 1) of the proportion 
of variation among the variables that might be accepted variance. This 
variance can be seen as a measure of underlying or potential common 
factors. A Kaiser-Meyer-Olkin near 1 indicates the obvious choice to use 
factor analysis, and KMO less than 0.5 indicates that factor analysis is a 
not proper procedure to reducing the number of variables. According to 
Kaiser Index, the results of our example in Table 4 show that factors 
research is commendable (KMO =. 869). 
 
Table 4: The results of the sample adequacy in the study 
Kaiser-Meyer-Olkin Measure of sampling 
Adequacy 

.869 

Bartlett's test of Sphericity 2649.935 
df 630 
Significance .000 

 
Regression analysis 
In order to verify the validity of impact of security culture on company 
employees’ submissive behavior, this study uses the Weighted Least 
Squares Multiple Regression analysis as its research methodology. The 
objective of regression analysis was to determine the extent to which 
security values can predict the strength cooperative behavior of 
organizational members. In order to investigate this effect, we 
constructed the model presented in Figure1.  
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Compliant behaviour of employees was used as a dependent variable in 
the model. Security culture traits named: (1) mission, (2) adaptability, (3) 
involvement, and (4) consistency, were used as independent variables in 
the regression model. ‘Company type’ was added as weighted variable. 
 
Table 5: Model summary 

Model R R2 Adjusted 
R2

Standard 
error of 
estimate 

Significance of  
F change 

Durbin-
Watson 

Security 
excellence 
 

.725 .526 .513 4.33 .000 1.53 

 
As indicated in a Table 5, regression model explains 51, 3% of the 
variance. Traits: ‘Mission’ and ‘Awareness’ show statistically significant 
relationships with dependent variable. Traits ‘Adaptability’ and 
‘Involvement’ dropped from the regression calculation because their 
contribution to security behavior is non-significant. Traits ‘Mission’ and 
‘Awareness’ were found to be reasonably and positively correlated to the 
consent of organizational members to act according to security 
standards. These results are consistent with previous findings from 
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Greene and D’Arcy (2010) who predicted that security culture, job 
satisfaction, and perceived organizational funds have a positive impact 
on organizations IS security. Empirical evidence of partial coefficients' 
relationship with dependent variable presented in Table 5 shows that 
security ‘Mission’ explains the largest amount of variance (52 %). It is 
followed by ‘Awareness’ that explains (34 %) of variance. Findings of the 
analysis show that target and awareness oriented security impact the 
cooperative actions of the company employees in the field of security. 
 
Table 6: Partial coefficients in the model 

Unstandardized 
Coefficients 

Standardized 
Coefficients Correlations 

Collinearity 
Statistics 

Model B 
Std. 
Error Beta t 

S
ignificance 

Zero-order 

P
artial 

P
art 

Tolerance 

V
IF 

 

(Constant) 1.431 .319  4.486 .000***      
Mission .442 .058 .526 7.580 .000*** .676 .524 .423 .647 1.544 
Adaptability -.033 .045 -.042 -.741 .460 -.010 -.060 -.041 .975 1.026 
Involvemen
t 

-.017 .049 -.022 -.352 .725 -.339 -.029 -.020 .797 1.255 

C
ulture traits 

Awareness .254 .057 .289 4.433 .000*** ,. 61 .338 .248 .734 1.362 
Notes: *p < 0.05; **p < 0.01; ***p < 0.001. 
Entries are significant standardized regression coefficients 
 
Discussion 
In this paper, I empirically tested the model on the benefit security 
values on security cooperative behavior of organizational members. 
Empirical results suggest that purpose in the form of a mission and 
security awareness significantly explain the guarantee of compliance 
behavior. The results also provide some evidence that these factors or 
traits are moderated by weighted variable ‘Organization type’. 
Relationship between security culture traits and collective behavior of 
company employees supports my assumption of the impact of security 
culture on cooperative behaviour of employees. 
 
However, as noted, extant research has conceptualized security culture 
as basic characteristics for commitment to excellence. My study 
contributes to the content validity of the security culture by transforming 
four organizational culture characteristics based on Denison et al (2006) 
principles, to the characteristics of a security culture. The examination of 
the security excellence advances our understanding of the factors that 
enable company employees’ behaviour towards the secure business 
environment. This behaviour is demonstrated as an excellent information 
security.  
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However, the results regarding the adaptability and involvement security 
characteristics were not as expected. Further research is needed to 
confirm that security culture develops excellent security behaviour. 
Based on the extant literature I expected that adaptability and 
involvement of employees would predict it, but there was no significant 
relationship. Most likely explanation is that purpose accompanied by 
regular security governance is the prevailing factor in determining 
security compliance of employees resulting in security excellence. 
Systematic review of security threats already involves the setting of a 
comprehensive security system that is an essential condition for a 
systematic development of security compliance actions. However, it is 
appropriate that involvement of employees and consistency of 
surveillance activities does not knowingly verify agreement actions. 
Firstly, company management does not include employees in the 
operational security problem solving process and secondly, security 
threats are not publicly presented to the employees.  
 
Conclusions 
This study has implications for both the research and practice of security 
in an organization. From a research perspective, this paper offers 
conceptualization of security culture by adding different views, and the 
representation of the involvement of the employees in the active solving 
of security problems. The present study is also one of the few in the 
security studies that include behavioural variables. For practitioners, the 
results point to the importance of organizational member commitment to 
security as drivers of security culture, which in turn contributes to 
competitiveness of a company. Further, efforts to create a safe and 
secure environment where organizational members can commit 
themselves to the core business goals of the organization, would 
improve the overall quality of life and the quality of interaction with an 
environment. 
 
Limitations and future research 
This study like the others has some limitations that need to be 
considered when interpreting the results. My research suggests that the 
relationship between the security culture traits and compliance behavior 
of organizational members may be contingent on some additional 
factors. Future studies should assess the impact of culture traits in other 
companies from different private and public sectors. The methods to 
determine security culture must be improved by using nonlinear methods 
for statistical analysis. The measurement tool of security culture has to 
be supplemented with new items describing adaptability and 
involvement of company employees in the building of the strong security 
compliant behaviour. 
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